TELFORD & WREKIN COUNCIL
CABINET 12th January 2009
BUSINESS CONTINUITY MANAGEMENT STRATEGY 2008
REPORT OF THE CORPORATE DIRECTOR: ADULT AND CONSUMER CARE
1.0
PURPOSE
1.1
For Cabinet to approve the Business Continuity Management Strategy.
2.0

RECOMMENDATIONS
2.1 Cabinet are asked to approve the Business Continuity Management Strategy attached as Appendix 1.   

3.0
SUMMARY
The Civil Contingencies Act 2004 requires Local Authorities as Category 1 responders to maintain plans to ensure that they can respond effectively in an emergency and continue to deliver their critical services far as reasonably practical.  It is also a requirement of the CPA (and CAA after April 2009) for the Council to have a business continuity plan in place for the delivery of all services following any kind of interruption event. As such it is imperative that the Council maintains a prepared and resilient organisation that is able to continue to deliver our identified priority services in the event of a business interruption. Whereas Emergency Planning prepares us for our outward response to the community in the event of an emergency, Business Continuity Planning is our inward response to ensure we can continue to provide our most critical services. The Business Continuity Management Strategy forms the framework for our Business Continuity Plans; these will consist of a Corporate Business Continuity Plan and Service Area Continuity Plans for each Service Area within the Council.

A business interruption could be the result of many things, the key potential risks identified for Telford and Wrekin are:

· Prolonged loss of ICT  at Council Offices results in:

· Loss of data

· Loss of service

· Loss of e-mail
· Loss of telephone systems
· Failure to secure assurances from suppliers as to their BCP’s results in loss of or significant impact on provision of services
· Prolonged loss of Power at Council Offices results in:

· Loss of ICT

· Loss of telephone systems
· Issues with access to and security of  buildings

· Loss of heating
· Loss of significant number of key staff due to:

· pandemic flu

· Fuel Crisis

· Industrial Action

· Severe Weather

· Illness
· Act of Terrorism
· Prolonged loss of Water at Council Offices creates issues with sanitation, heating and ultimately closure of building
· Severe Flooding of Council Premises
· Fire at a Council Building renders it inaccessible and unable to provide services
Clearly there are measures in place to manage these risks, but having appropriate business continuity arrangements in place will make the Council more resilient and will ensure we comply with the appropriate legislation.
4.0
PREVIOUS MINUTES

None
5.0
INFORMATION

5.1 The Council currently has a Corporate Continuity Plan which was completed with the services of Marsh and was agreed in March 2007.  Since then, a new British Standard for Business Continuity has been launched (BS25999) and in July 2008, a project commenced to ensure our Business Continuity arrangements meet these new standards.  
Business Continuity is a planned process that helps manage the continuity of service delivery following an unexpected disruption to normal working.  It is a component of effective risk management, and both of these functions help us manage the risks we face to achieving our corporate and service objectives.  An effective Business Continuity Management Strategy will enable the Council to:

· Continue to provide priority services to the public following an interruption event

· Make best use of personnel and resources at times when both might be scarce

· Reduce the period of disruption to the organisation and the wider community

· Reduce the operational and financial impact of an interruption event 
· Comply with governance standards and legislation.

This Business Continuity Management Strategy is based on the guidance contained in British Standards publications BS25999 Parts 1 and 2 and will assist the Council in establishing:
· A clearly defined and documented Business Continuity planning process

· An up-to-date set of response arrangements to enable it to recover from a business interruption

· A suite of generic business continuity plans with clearly defined and structured notification, invocation and escalation procedures

· A suite of Business Continuity plans with clearly defined roles and responsibilities

· A clearly defined process for integrating the plan into organisational culture
· A well documented plan review and maintenance process
A well documented training and exercising strategy
The Draft Management Strategy was presented to the Corporate Risk Management Group (CRMG) on 9th October, as well as the Emergency Planning Steering Group on 16th October and comments from both these groups have now been incorporated.  
Work is already underway to update the Corporate Business Continuity Plan.  This is based on the principles set out in the Strategy, and will be presented for approval early in 2009.  Following approval of the Plan, appropriate training for all relevant parties will be provided with the aim of testing the Plan before the end of the financial year.  

KEY POINTS WITHIN THE STRATEGY:

The Management Strategy :
· Is approved by Cabinet, lead by Cabinet Member Jacqui Seymour  and Corporate Director Adult and Consumer Care and owned by each Cabinet Member and Corporate Director for their Portfolio.
· Forms the framework for our Business Continuity Plans; these consist of a Corporate Business Continuity Plan and Service Area Continuity Plans for each Service Area within the Council.  These are informed and supported by relevant continuity plans for all identified priority services as well as appropriate but less detailed continuity plans for other services / functions.  The Corporate Continuity Plan will be invoked in the event of a business interruption which severely impacts on more than one Service Area.  If only one Service Area is impacted, the Service Area will use their Service Area Continuity Plan to manage and recover from the incident.
· Defines that all the Council’s Services will be assessed to identify whether they are:
	Priority 1 Function
	An essential function needing to be restored within 0-24 hours

	Priority 2 Function
	An important function needing to be restored within 3 working days

	Priority 3 Function
	A function needing to be restored within 7 working days

	Priority 4 Function
	A function needing to be restored progressively after 7 working days


Work is currently underway with all Portfolios to identify the Priority 1 Services and the required recovery strategies.  The approach taken to identify these services has been adapted from the Council’s risk management matrix.  

· Clarifies the relationship between Business Continuity, Risk Management and Emergency Planning
· Sets out the funding that could be made available for recovery from a significant business interruption, based on the Emergency Financial Measures Plan
· Sets out clear roles and responsibilities for Business Continuity for the following:
· Cabinet Member ACC

· Cabinet Members

· All Members

· Chief Executive

· Corporate Director:ACC

· Corporate Directors

· Heads of Service

· Business Managers

· Project Managers and Managers of Partnerships

· Emergency Planning Steering Group
· Regulation and Resilience Manager

· Project Officer Civil Resilience

· Head of Service ICT

· Health and Safety Manager

· Corporate Communications Manager

· A&PM Facilities Manager 
· All Employees
· Clarifies how we will approach training and communication on Business Continuity as well as how we will promote it to the wider community which is a requirement set upon us by the CCA 2004.
· Defines how we will exercise Business Continuity Plans and how we will monitor and review our Business Continuity Processes
A key objective within our approach to Business Continuity is to ensure that it is embedded and adds value to the Council and is not cumbersome or bureaucratic.  
6.0 OTHER CONSIDERATIONS

	AREA
	COMMENTS

	Equal Opportunities
	The Strategy will help to ensure that priority services continue to be provided in the event of a significant business interruption. 

	Environmental Impact
	
The strategy supports the delivery of the Council’s sustainability agenda. 


	Legal Implications
	
Failure to have appropriate Business Continuity processes in place could have severe legal consequences and affect the standing of the Council.  


	Opportunities and Risks 
	The Strategy will help the Council maintain a prepared and resilient organisation that is able to continue to deliver our identified priority services in the event of a Business Interruption.   

	Links with Corporate Priorities
	The Strategy will help the Council maintain a prepared and resilient organisation and therefore links with all Corporate Priorities.  Business Continuity is also assessed as part of the CPA (and CAA) process.  


	Financial Implications
	An effective Business Continuity Strategy will promote recovery in the event of a significant business interruption and will therefore help prevent/ minimise financial losses and damage to the reputation of the Council. 

	Ward Implications
	All wards could potentially be impacted by a significant business interruption


7.0

BACKGROUND PAPERS

CPA 2008

BS25999 Parts 1 and 2

Business Continuity Strategies from other Local Authorities

Report prepared by Heather Gumsley, Project Officer Civil Resilience, 01952 381956
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