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1.  INTRODUCTION
The Civil Contingencies Act 2004 requires Local Authorities to maintain plans to ensure that they can continue to deliver their critical services if there were an emergency as far as reasonably practical.  It is also a requirement of the CPA (and CAA After April 2009) for the Council to have a business continuity plan in place for the delivery of all services following any kind of interruption event.  
“Business Continuity Management is a management process that helps manage the risks to the smooth running of an organisation or delivery of a service, ensuring that the business can continue in the event of a disruption.  These risks could be from the external environment or from within an organisation” 
 Emergency Preparedness, CCA Guidance 2005.

The Council is committed to developing and maintaining a prepared and resilient organisation that is able to continue to deliver our identified priority services in the event of a Business Interruption.  For the purpose of clarity, the Council defines a Business Interruption as:

 “An unwanted incident which threatens personnel, buildings, operational procedures, or the reputation of the Council, which requires special measures to be taken to restore things back to normal”.  
Business Continuity is a planned process that helps manage the continuity of service delivery following an unexpected disruption to normal working.  Business Continuity is a component of effective risk management, and both of these functions help us manage the risks we face to achieving our corporate objectives.  An effective Business Continuity Strategy will enable the Council to:

· Continue to provide priority services to the public following an interruption event

· Make best use of personnel and resources at times when both might be scarce

· Reduce the period of disruption to the organisation and the wider community

· Reduce the operational and financial impact of an interruption event 
· Comply with governance standards and legislation.

This Strategy is based on the guidance contained in British Standards publications BS25999 Parts 1 and 2.  
The process of Business Continuity is owned by the whole Council, and is driven by Elected Members, the Chief Executive and Chief Officers.  Each Service of the Council has responsibility for managing its own business risk and for maintaining its own business continuity arrangements; these are brought together under a Corporate Business Continuity Plan.  
This Strategy will assist the Council in establishing:
· A clearly defined and documented Business Continuity planning process

· An up-to-date set of response arrangements to enable it to recover from a business interruption

· A suite of generic business continuity plans with clearly defined and structured notification, invocation and escalation procedures

· A suite of Business Continuity plans with clearly defined roles and responsibilities

· A clearly defined process for integrating the plan into organisational culture
· A well documented plan review and maintenance process
· A well documented training and exercising strategy
The Council’s Business Continuity Strategy forms the framework for our Business Continuity Plans; these consist of a Corporate Business Continuity Plan and Service Area Continuity Plans for each Service Area within the Council.  These are informed and supported by relevant continuity plans for all identified priority services as well as appropriate but less detailed continuity plans for other services / functions.  
The Corporate Continuity Plan will be invoked in the event of a business interruption which severely impacts on more than one Service Area.  If only one Service Area is impacted, the Service Area will use their Service Area Continuity Plan to manage and recover from the incident.

2.  MANAGEMENT OF BUSINESS CONTINUITY WITHIN THE COUNCIL:
The Council:

· Uses a combination of internal expertise and outside consultants in delivering its business continuity management programme.  
· Documents all of its business continuity management activities.  This includes its business impact analysis questionnaires, training events, and business continuity plans.

· Has identified the overall organisational accountability and responsibilities for the management of the process by incorporating Business Continuity into the work of the Emergency Planning Steering Group.

· Has identified its Priority Services at a corporate level and also at Service Area level including the interdependencies of functions where these exist.
· Has a robust, clearly defined and documented risk management strategy, and there is a clear link between the BCM process and the Strategic Risk Register.

· Has identified its areas of high risk concentration and is managing these where possible.

· Has a clearly defined and consistent business impact analysis process. 
2.1 
Relationship with Risk Management

Risk management is about identifying threats and opportunities to the achievement of

business objectives. Risks are scored in terms of their likelihood and impact. Risks are

identified and managed as part of Telford and Wrekin’s risk management strategy.

Business continuity management is an ongoing process of risk assessment and

management with the purpose of ensuring that the delivery of key activities continues if

any risk occurs that causes a disruption to services or resources materialise.

There is a direct relationship between risk management and business continuity

management in that there could well be a business continuity solution that could resolve or reduce an identified risk. Planning is focussed on the management of the impact of the risk rather than the reduction of the probability.

2.2
Relationship with Emergency Planning and the Civil Resilience Team
The Civil Resilience Team (CRT) is responsible for the development and management

of the Council’s Emergency Plan and other contingency arrangements. This is a generic plan that is designed to be used for the response and recovery to any type of  emergency in Telford and Wrekin. The Emergency Plan details the emergency management arrangements, roles and responsibilities which would be put into place in response to an emergency occurring in Telford and Wrekin or affecting the people of the community.  The Business Continuity Strategy is the framework that enables the Council to continue to provide its services when they are under threat from an interruption incident – which could become an emergency incident.  It is recognised, therefore, that some incidents may require the use of both the Emergency Plan and the Corporate Business Continuity Plan, and that in this situation the relevant response will be adopted.

2.3
Relationship with ICT 
 The Council is in the process of agreeing an ICT Backup, Recovery and Data Retention Policy which details the backup, recovery and data retention policies implemented by ICT.  However, this document does not replace the need for appropriate Business Continuity Plans.
3.  FUNDING FOR RECOVERY FROM BUSINESS INTERRUPTION

Efficient financial management is vital in ensuring that the response to and recovery from a business interruption is effective.  Corporate Director of Resources or an appointed deputy has ownership of the Emergency Financial Measures Plan which would be used in the event of the invocation of the Corporate Business Continuity Plan.   
Management and Co-ordination
Emergency financial expenditure will be authorised by the Continuity Management Team. All requisitions and the reasons for them will be recorded in the Incident Log 
The Corporate Director of Resources or an appointed deputy will advise, monitor and co-ordinate all financial expenditure specifically related to a business interruption and will brief the Continuity Management Team and elected members accordingly. They will also manage any appeal funds.

Normal financial regulations may be waived in such situations although proper financial controls should still be enforced, i.e. the obtaining of VAT receipts for all expenditure.
Authority to Spend

Expenditure will be approved in the context of: 

· The Council’s legal powers

· The legal responsibilities of other agencies (District Councils, County Councils, Emergency Services, Central Government, Benefits Agency, Environment Agency)

· The mobilisation of assistance in kind (i.e. the Armed Services where loss of life is threatened and other local authorities )
Full details of the Emergency Financial Measures Plan can be found in the Emergency Plan (Supporting Document 11)

4.  CORPORATE PRIORITY 1 SERVICES

The well accepted Telford & Wrekin risk matrix has been adapted and used to identify the Council’s priority services at a corporate level – those which are deemed to be necessary to reinstate within 24 hours in the event of a business interruption as failure to do so could result in loss of or significant risk to human life. The matrix is shown in Appendix A. This has been achieved by working individually with each Corporate Director and their Management Teams to identify each Portfolio’s functions and assessing these as Priority 1, 2, 3 or 4.  All Priority 1 Services are shown in the Corporate Business Continuity Plan.  In addition, all Portfolios are creating recovery strategies for their own priority services in their Service Area Continuity Plans.  For all Piority1 services, continuity plans are being devised.  
These Corporate Priority 1 Services will be reviewed and updated on a six monthly basis with the Senior Management Team.  The current list is as follows:

	Portfolio and Service
	Contact details of HOS:

	
	

	
	


	
	

	
	

	
	

	
	

	
	


5.  ROLES AND RESPONSIBILITIES FOR BUSINESS CONTINUITY:

In order to ensure we can respond effectively in the event of a Business Interruption which results in the invocation of either the Corporate Business Continuity Plan or any of the Service Area Continuity Plans, the following roles and responsibilities are proposed:
	ROLE
	RESPONSIBILITY

	Cabinet Member for Adult and Consumer Care
	· The lead member for Business Continuity.



	Cabinet members


	· Have a collective responsibility to understand the Business Continuity arrangements the Council has in place and to oversee the effective implementation of Business Continuity Plans by officers.
· Seek clarification from Portfolios that they have appropriate Business Continuity arrangements in place. 
· Agree the Business Continuity Strategy and review its effectiveness.
· Receive an annual report on Business Continuity. 

	All Members


	· Have a responsibility to understand the Business Continuity arrangements the Council has in place and to oversee the effective implementation of Business Continuity Plans by officers.
· Seek clarification from Portfolios that they have appropriate Business Continuity arrangements in place. 

	Chief Executive


	· Leads on the wider governance agenda, of which risk management and Business Continuity are vital parts.

· Signs off the Annual Governance Statement along with the Leader of the Council.

· Ensures that the Business Continuity Strategy helps the Council to achieve its objectives, continue to provide priority services in the event of a business interruption and the effective protection of its assets.
· In the event of invocation of the Corporate Business Continuity Plan take on the role and responsibilities of Lead Continuity Manager

	Corporate Director: Adult and Consumer Care

	· The lead officer for Business Continuity and owner of the Business Continuity Strategy. 
· Chairs the Emergency Planning Steering Group which incorporates Business Continuity.

· Supports the appropriate exercising of Continuity Plans at all levels.

	Corporate Directors

	· Provide leadership to ensure that effective Business Continuity processes are embedded into their portfolio to ensure they are able to continue to provide priority services in the event of a business interruption.
· Ensure that all priority services for their Portfolio have appropriate Business Continuity Plans in place.  
· Supports the appropriate exercising of Continuity Plans within their Portfolio. 
· In the event of invocation of the Corporate Business Continuity Plan take on the role and responsibilities of a member of the Continuity Management Team or Lead Continuity Manager in the absence of the Chief Executive.

	Heads of Service 


	· Cascade the principles of Business Continuity Management to their services. 

· Use the Service Area Continuity Plan template to identify the priority services within their Service Area

· Lead on the development of appropriate Continuity Plans for their Service Area

· Monitor and exercise Continuity Plans on a regular basis. 

· Ensure that appropriate Business Continuity arrangements are in place in any projects and partnerships that they are responsible for or are involved with.

· Ensure that appropriate Business Continuity arrangements are in place for their suppliers and any contracts for which they are responsible.

· In the event of invocation of the Corporate Business Continuity Plan take on the roles and responsibilities of Portfolio Continuity Co-ordinator for their Service Area.
· Ensure that all Business Units within their Service Area have appropriate Business Continuity Arrangements in place and that these are reflected in their business plans and Risk Registers as appropriate.

	Business Managers 


	· Ensure that their Business Unit has appropriate Business Continuity arrangements in place such that they could manage their staff and service in the event  of a business interruption and resume provision of services  as soon as possible given the nature of the interruption.

	Project Managers and Managers of Partnerships


	· Ensure that appropriate Business Continuity arrangements are in place for the project or partnerships and that any potential risks are raised in their Partnership Risk register as appropriate.
· Ensure that appropriate Business Continuity arrangements are in place for their suppliers and any contracts for which they are responsible.

	Emergency Planning Steering Group 

	· The authority uses the Emergency Planning Steering Group as a forum to debate Business Continuity issues.  As such it will:
· Annually review the Business Continuity Strategy taking account of any incidents or developments.
· Receive and approve the Annual Report on Business Continuity.
· Each Portfolio Representative in this Group is responsible for the co-ordination of the Business Continuity arrangements in their portfolio.

· Support managers in the monitoring and reviewing of their Continuity Plans.

	Regulation & Resilience Manager


	· Responsible for the management of the Civil Resilience Team.

· Implementation of the Business Continuity Management strategy on behalf of the Corporate Director Adult and Consumer Care.
· Reporting to Corporate Directors on any business interruptions which occur and the effectiveness of the Continuity arrangements. 

	Head of Service ICT


	· To understand the Council’s requirements in terms of ICT provision based on the agreed and identified priority services

· To maintain a current and robust list of the systems and processes needed by Priority Services 

· To create and maintain an appropriate Disaster Recovery Plan for the Council and ICT services

· To create and maintain an appropriate Back up Plan for the Council and ICT services (Appendix A)

· To restore normal ICT service via the Disaster Recovery Plan in order of agreed Priority Services

· To take on the role of Continuity Management Team member in the event of the activation of the Corporate Continuity Plan

· To provide professional guidance and support to the Continuity Management 

· Team in the event of the activation of the Corporate Business Continuity Plan

	Project Officer Civil Resilience


	· Supports and raises awareness of the authority’s Business Continuity Strategy with all employees.

· Implementation of the Business Continuity Management strategy on behalf of the Corporate Director Adult and Consumer Care.

· Reviews the Corporate Continuity Plan to ensure it appropriate and robust. 

· Monitors the robustness of Service Area Recovery Plans and ensures any follow up action is taken as necessary

· Provides training and awareness on Business Continuity for Members and Officers.

· Co-ordinates the exercising of the Corporate Continuity Plan

· Provides an annual report to relevant parties on Business Continuity

· Report to Corporate Directors on any business interruptions which occur and the effectiveness of the Continuity arrangements. 
· Supports management teams, Projects and Partnerships to ensure that appropriate Business Continuity processes are put in place.
· Maintains the Business Continuity Page on the Intranet and on the Internet to ensure it displays the most current information and guidance.
· Liaises with the Insurance Manager regarding external insurers to ensure that future premiums reflect all risk management and Business Continuity activities being undertaken, and that advice and resources available from insurers/brokers are made available to authority’s sections/departments.

· Liaises with the Insurance Manager to assess risk areas arising from insurance issues and to develop potential strategies for mitigating them.

· Benchmarking and comparing with other Local Authorities in order to continuously improve practices.

	Operational Manager (Asset & Property Management)

	· Review premises access strategy for its effectiveness and suitability ensuring that staff access points are kept to a minimum
· Ensure all appropriate security measures are in place
· Ensure there is a clear and well understood policy for gaining access to the      

· premises at all times

· Ensure the ability to provide specialist building support on a 24 hour basis i.e.   

      electricians, plumbers, maintenance etc

· Ensure detailed site layout plans are kept current and are accessible on a 24 hour 
      basis

· Ensure that the locations where the most critical functions are undertaken have 
     emergency generators and uninterruptible power supplies
· Ensure that the Emergency Response Centre is maintained and ready for 
      immediate use
· Consult with other tenants sharing the property as appropriate
· Ensure Business Continuity processes dovetail with other premises 
      management information i.e. bomb threat procedure, fire drill procedure
In the event of activation of Corporate Continuity Plan:

· Estimate the duration of the loss

· Assess damage to premises

· Estimate timescale for restoration of damaged facilities

· Arrange for security for damaged area

· Ensure accommodation strategy is carried out

· Ensure that appropriate signs are erected around damaged area

· Mobilise maintenance repair personnel

· Prepare for, and attend, briefing with Lead Continuity Manager as requested

· Authorise premises management expenditure

· Authorise procurement of additional resources and services as agreed by Continuity Management Team



	Health and Safety Manager
	· To provide professional guidance and support to the Continuity Management Team in the event of the activation of the Corporate Business Continuity Plan


	Corporate Communications Manager


	· To develop and maintain an effective Corporate Continuity Communications Strategy

· To implement the Corporate Continuity Communications Strategy in the event of the activation of the Corporate Business Continuity Plan
· To provide professional guidance and support to the Continuity Management Team in the event of the activation of the Corporate Business Continuity Plan

	All Employees


	During a disruption incident employees may asked to:


Work from an alternative location (as far as reasonably practical)


Work from home


Stay at home

· Existing contractual terms state that employees may be asked to work at other locations within the Council from time to time and the majority of employees can be redeployed to alternative locations. However, managers should give practical and sensible consideration to those employees who may find such a request difficult. Where necessary HR advice should be sought on individual cases. All employees will continue to be paid as normal.

Duties

· In order to maintain the delivery of critical services during a disruption incident, employees may be asked to perform various duties outside their existing job roles on a voluntary basis and their agreement to this is dependent on good will.

· Managers should give consideration to directing such requests to employees that have performed the job role/function previously in order to match skills to service needs.

· Managers themselves should be seen as a pool of resource with the skills and knowledge to undertake certain service roles.  Agency staff are another source of potential temporary labour as well as employees that perform similar roles within neighbouring local authorities.




6.  TRAINING AND COMMUNICATION ON BUSINESS CONTINUITY
The Council:

· Has developed a training programme which meets the needs of our:

· Business Continuity Staff.
· Those with operational roles in our Business Continuity Plans.
· Senior management.
· Members.
· Staff who have need of a general awareness of the Plan.
· Has made our Business Continuity Strategy and Plan available on the business continuity page of the intranet for all of our staff to view.  

· Promotes Business Continuity to the wider business community via the Internet and work with the Local Resilience Forum

· Ensures that the lessons learned from exercises are implemented throughout the organisation
· Has created a corporate continuity communications strategy to ensure that  there is effective communication with all concerned before, during and after a business interruption

7.  PROMOTION OF BUSINESS CONTINUITY IN THE LOCAL COMMUNITY

Under the Civil Contingencies Act 2004, there is a requirement for the Council to promote Business Continuity to the local Business Community.  The Council has a consistent set of arrangements to promote business continuity management to local businesses and voluntary organisations through effective liaison with the Local Resilience Forum.  It also provides advice to the local business community via the Council’s internet.
8.  EXERCISING BUSINESS CONTINUITY PLANS
The Council:
· Will fully exercise the Corporate Business Continuity Plan on an annual basis to ensure it meets the Council’s requirements, and will conduct a less detailed exercise every 6 months.  

· Service Area Continuity Plans will be exercised every 6 months.

· All exercises will:

· Be on a planned and agreed basis and will be run in such a way that they minimise the risk of an actual incident occurring as a result of the exercise.

· Be approved by Lead Continuity Manager and Continuity Management Team

· Take different forms to ensure all aspects of the Plan are tested – all exercise will have specified objectives

· Will have a post-exercise review to clarify whether the specified objectives have been met.  The findings of this post-exercise review will be reported to the Emergency Planning Steering Group, the Lead Continuity Manager and the Continuity Management Team so that relevant lessons can be identified and actions for improvement taken.

· All amendments to the Plans as a result of exercises should be documented and forwarded to the Project Officer Civil Resilience who will maintain an auditable trail of the changes and the most up to date version of all Plans

9.  MONITORING AND REVIEWING BUSINESS CONTINUITY PROCESSES

In order to be robust and meaningful, all Continuity Plans must be reviewed on a regular basis.
Internal Audit will undertake as part of their risk based audit plan periodic reviews to determine that Business Continuity processes:

· Conform to BS25999.
· Are properly implemented and maintained.
· Are effective in meeting the Council’s Business Continuity Strategy and Objectives.
The findings of these reviews will be reported to Corporate Director Adult and Consumer Care.

· Senior Management Team will review the identified corporate priority services on a six monthly basis and amend the Corporate Continuity Plan accordingly.  All changes to the Plan will be recorded by the Project Officer Civil Resilience who will provide copies of the updated Plan to all relevant staff and ensure it is displayed on the Business Continuity page of the Intranet. 

· Heads of Service will review their identified Priority Services on a six monthly basis and amend their continuity plans accordingly.
· The Emergency Planning Steering Group will review current business continuity arrangements on an on-going basis as well as receiving an Annual Report on Business Continuity.  The aim of this is improve the resilience of the whole organisation
· The Annual Report on Business Continuity will be presented to Corporate Directors and Cabinet for approval

· The Business Continuity Strategy will be reviewed annually to ensure it reflects best practise and lessons learnt from any incidents.
10.  SUMMARY

The need for effective business continuity arrangements in local government has probably never been greater as public expectations increase and tolerance of failure by public service organisations reduces by the day.  Business Continuity is a continuous and improving process that runs throughout Telford & Wrekin. 

The Business Continuity Strategy aims to ensure that in the event of a business interruption, we are able to continue to provide priority services and to recover full services in the shortest possible time.  It is integrated into the culture of the authority and is led by the most senior management with responsibility for business continuity being assigned throughout the organisation.  

APPENDIX A – Business Continuity – Identification of Priority Services
	Loss of service will:

· Result in loss of or significant risk to Human Life

· Impact on ability to respond to an emergency
	6

Priority 2 Service


	7

Priority 2 Service


	9

Priority 1 Service



	Loss of Service impacts on:

· Statutory  Requirements

· Employee Morale

· The Environment
	3

Priority 3 Service


	5

Priority 2 Service


	8

Priority 2 Service



	Loss of Service will:

· Have financial impacts

· Impact on the reputation of the Council 
	1

Priority 4 Service


	2

Priority 3 Service


	4

Priority 2 Service



	
	Impact will be felt after
 7 days
	Impact will be felt within 
3 days

	Impact will be felt within 
1 day


�To be inserted when work complete with  portfolios
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