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CABINET – 9th JUNE 2009 

TECHNICAL STRATEGY & INVESTMENT PROGRAMME

REPORT OF THE HEAD OF ICT 



1.0	PURPOSE

1.1	To provide Members with an update of the councils ICT Technical Strategy and planned investment programme for 2009-2011.


	
2.0 RECOMMENDATIONS

2.1 That the technical strategy at Appendix A is approved by Cabinet.

2.2 That the investment programme as detailed below and within the ICT Technical Strategy action plan be approved and funded from existing ICT reserves. 




	3.0
	SUMMARY

	
	

	3.1
	The aim of this ICT Technical Strategy is to develop an overall ICT infrastructure architecture that addresses the Council’s current and future ICT requirements. It will define the standards and technologies the Council will utilise and explain the technologies that services have available to them to enable them to deliver their outcomes.

	
	

	3.2
	The Council has invested significantly in ICT infrastructure and it is essential that these investments meet the required outcomes of the Council and individual portfolios. To achieve this, the Council’s ICT infrastructure must be responsive to the needs of individual service areas and be aligned with the Council’s vision and priorities. Similarly the constant state of data explosion, issues around compliance and security, increasing demands for reliability and availability places increased pressures on ICT to provide a cost effective ICT infrastructure that supports the organisation. Finally ICT is expected to deliver savings by doing more with less investment and address issues around sustainability, the environment and the way officers work. 

	
	

	3.3
	As with many organisations the Council has too many applications, too much customisation and too much complexity. This strategy will seek to reduce this by making use of the Council’s existing infrastructure to maximise return on investment by breaking down silos, automating error prone manual processes and implementing tight management control across the infrastructure that support standards based systems and services that will simplify the ICT infrastructure. Strong security, virtualisations and better integration will all be key to achieving the enterprise architecture that is required to ensure that the Council’s infrastructure delivers the ICT hardware, software and systems that support the Council’s vision.

	
	

	3.4
	The strategy is built around the Society of ICT Managers (SOCitm) technology framework, which by its very nature is quite technical.

	
	

	4.0
	PREVIOUS MINUTES 

	
	

	
	Not Applicable

	
	

	5.0.
	BACKGROUND


	5.1
	The Council’s ICT Technical Strategy recognises that the delivery of services and information based upon effective ICT resources demands a high degree of standardisation within the technical architecture of the infrastructure and therefore the strategy details the technical standards that the Council will adopt.

	
	

	5.2
	The Council continues to host a cross platform (UNIX, LINUX, and Windows) infrastructure, which is responsible for delivering critical citizen information to all staff within the Council and is in line with the Government’s vision to provide new ways of delivering services. 


	5.3
	The objectives of the Technical Strategy are to ensure full interoperability of the Council’s existing applications and ensure that future applications are fully integrated seamlessly into the existing infrastructure.


	5.4
	The ICT infrastructure itself should provide for:

· Centralised administration and control
· Simplified management
· The adoption of common standards and policies
· Security management 
· Maximum availability
· A single sign on environment across hardware platforms
· Stability
· Integration of new technology


	5.5
	By delivering a robust, secure and reliable ICT infrastructure ICT will be well placed to respond to the needs of the Council and to work with partners both in the public and private sector to respond to the rising expectations of the Council’s customers. However this will require investment in the infrastructure as detailed at 10.02 below.


	6.0
	EQUAL OPPORTUNITIES IMPLICATIONS


	6.1
	There are no equal opportunities implications


	7.0
	ENVIRONMENTAL IMPLICATIONS


	7.1
	The introduction of the virtualised infrastructure will impact on the power requirements for ICT and will contribute to the Council’s reduction in carbon footprint 

	
	

	8.0
	LEGAL IMPLICATIONS


	8.1
	The procurement of the investments identified must adhere to financial and contract regulations set out in the Council’s Constitution

	
	

	8.2
	Advice will need to be sought as appropriate from Legal Services and the Council’s Procurement Team regarding the terms and conditions of any purchasing and leasing agreements for the implementation of these proposals.

	
	

	9.0
	LINKS WITH CORPORATE PRIORITIES

	
	

	9.1
	Priority 3 – maintaining a high quality attractive environment and Priority 7 - efficient effective council.

	
	

	10.0
	FINANCIAL IMPLICATIONS

	
	

	10.1
	The major server infrastructure components of the ICT Technical Strategy are funded through the existing infrastructure capital approved by Cabinet back in 2007 and are currently being implemented under a contract with Dell. However a number of priority changes to the Council’s existing technical architecture are required in order to implement the Corporate Contact Centre, achieve compliance with the Code of Connection for Government Connect, deliver against BSF technical requirements and ensure compliance with Government data handling procedures established to ensure the security of personal information held by the Council. These schemes are detailed in the table below. 

	
	

	10.2
	The total proposed spend over the next 12 to 18 month period is estimated at £0.297m (again detailed in the table below). ICT have one-off balances, set aside to meet service and investment needs, of £0.444m which will fund these proposals. As a trading service income levels vary year on year, depending on client needs and project work, therefore it is prudent to carry a service balance into 2009/10 to cover income volatility and meet any unforeseen expenditure that may arise.



	
		
	Investment Description 
	£
	Comment

	1
	Voice & Telephony Services Upgrade

	£112,000
	Required for total integration to the CRM system 

	2
	 Access control & intrusion Detection

	£40,000
	To ensure only authorised devices can connect to the network required for Government connect

	3
	 Wireless Review & Handover
	£20,000
	Will ensure the wireless network forms part of the managed network provision.

	4
	Network Trusts between Corporate & Education
	£5,000
	Enable access to corporate intranet from the schools for staff. 

	5
	Upgrade internet facing routers to 1GB
	£15,000
	Maximise the investment already made into the JANET internet service

	6
	Encryption of mobile devices and lockdown on mobile media storage
	£105,000
	Ensure that all mobile devices and removable media data is encrypted a requirement for government connect. 

	
	Total Investment

	£297,000
	




	
	

	11.0
	WARD IMPLICATIONS

	
	

	11.1
	Borough  Wide Implications

	
	

	12.0
	BACKGROUN PAPERS

	
	

	
	ICT Technical Strategy

	
	


	
End of Report

Report Prepared by:	Mike Weston – Head of ICT
				Tom Greatorex – ICT Business Manager
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