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Appendix D – Amber Reports Quarter Four

ICT – Security of Data Transfer
1.
Introduction and Scope
1.1 A review of controls in place to ensure the security of data transferred both to and from external organisations has been undertaken in September and October 2008 as part of the 2008/09 ICT Audit Plan but the Information Governance Board also requested that this review be undertaken.

1.2 The review focussed upon the key controls in place to minimise the risk of a breach of security for data that is transferred to, and received from external organisations, within each of the Council portfolios.
2 
Areas of Good Practice
2.1 
During the audit some areas of good practice were noted. These included:-

· An Information Governance Board has been established and is attended by Heads of Service and chaired by a Corporate Director; and 
· Responsibility for the management of data transfers has been appropriately assigned.

3.
Management Summary and Overall Opinion
3.1

On the basis of the work carried out it is our opinion that the level of assurance provided 

by controls for this audit area is Limited - whilst there is basically a sound system of 


control, there are weaknesses in the system that leaves some risks not addressed and 

          there is evidence of non-compliance with some key controls.
3.2
Out of the 12 key controls reviewed during this audit, 3 were found to be satisfactory. Recommendations have been made to address areas of risk where controls are unsatisfactory and these are categorised as shown below:

· Legal Requirement - should be implemented immediately;

· Financial Regulation - should be implemented immediately;

· Policy / Procedures Requirement - should be implemented within a month of agreement to the report; and

· Best Practice, should be implemented at a mutually agreed date. 

3.3
The recommendations made to improve the controls in this area are analysed over the categories below:

	Recommendation Category
	Number
	Percentage

	Legal requirement


	0
	0

	Financial Regulation


	0
	0

	Policy/Procedure


	3
	100

	Best Practice


	0
	0

	Total
	3
	100


3.4
The limited audit opinion detailed for this audit area is given in light of the number of high profile losses of confidential and personal information publicised nationally. The Council has not experienced any similar issues but it is felt that it could do more to help ensure that the risks of similar occurrences for Telford & Wrekin are minimised.
3.5
The implementation of the recommendations made in this report will further strengthen the controls and processes in this area and management are actively implementing the recommendations.

_______________________________________________________________________
ICT – Change Management
1.
Introduction and Scope
1.1
A review of the controls in place to manage changes to the IT infrastructure and 
systems was undertaken in February 2009 as part of the 2008/09 Internal Audit Plan. 

1.2
The review focussed upon the key controls in place to manage the risks associated 
with making changes to the IT infrastructure and IT systems. Controls were assessed in 
line with the International Standard for IT Service Management (BS ISO/IEC 20000-
1:2005).
2.
Areas of Good Practice
2.1
During the audit a number of good practice areas were identified relating to the management of change. These included:

· All changes must be to logged and classified by the ICT service desk;
· Each support team has a line manager who is responsible for ensuring the changes required from that section are processed according to their priority;
· Users approve changes prior to implementation;
· Emergency changes, classified as ‘faults’ by the ICT service desk, have a higher priority than other changes; and
· There is a monthly meeting between ICT and heads or representatives of Council portfolios to discuss and resolve issues that arise from, or impact on the provision of ICT services, this includes change management.
3.
Management Summary and Overall Opinion
3.1
On the basis of the work carried out it is our opinion that the level of assurance provided 
by controls for this audit area is Limited - whilst there is basically a sound system of control, there are weaknesses in the system that leaves some risks not addressed and there is evidence of non-compliance with some key controls.  
. 

3.2
Out of the 9 key controls reviewed during this audit 4 were found to be satisfactory.  A single recommendation has been made to address areas of risk where controls are unsatisfactory and this is categorised as shown below:

· Legal Requirement - should be implemented immediately;

· Financial Regulation - should be implemented immediately;

· Policy / Procedures Requirement - should be implemented within a month of agreement to the report; and

· Best Practice, should be implemented at a mutually agreed date. 

3.3
The recommendation made to improve the controls in this area are analysed over the categories below:

	Recommendation Category
	Number
	Percentage

	Legal requirement


	0
	0

	Financial Regulation


	0
	0

	Policy/Procedure


	1
	100

	Best Practice


	0
	0

	Total
	1
	100


3.4
The lack of a standard approach to managing change has caused disruption to key IT systems in the past, most recently with the application of a change to the Revenues and Benefits IT system that caused significant disruption to key business processes. The implementation of the audit recommendations will establish a standard process for managing change across all IT systems and should assist to control the risks that changes represent. 

3.5 The good practice framework COBIT 4.1 provides guidelines for assessing the level of maturity of the ICT change management process. This has been used in conjunction with the ISO/IEC 20000 standard to assess and benchmark the maturity of the current process in place within the ICT department. 
3.6 Management have accepted all the recommendations and are currently implementing those identified as a priority.
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