APPENDIX E


Proposed Strategic Computer Audit Plan

	STRATEGIC COMPUTER AUDIT PLAN

	FOR 2010/11 TO 2012/13

	 FROM STRATEGIC COMPUTER AUDIT NEEDS ANALYSIS 

	AUDITABLE AREA
	Risk
	Last audited
	10/11
	11/12
	12/13
	

	
	
	
	
	
	
	

	Network Based
	
	
	
	
	
	

	Network Infrastructure
	H
	N/A
	
	(
	
	

	Network Security
	H
	08/09
	
	(
	
	

	Wireless Networks
	M
	N/A
	
	(
	
	

	Virus Protection / Spyware
	M
	08/09
	
	(
	
	

	Firewalls
	M
	N/A
	
	
	(
	

	Server Virtualisation
	H
	N/A
	(
	
	
	

	Wide Area Network (WAN)
	M
	N/A
	
	(
	
	

	
	
	
	
	
	
	

	Remote Access
	
	
	
	
	
	

	Flexible Working Remote Access
	M
	09/10
	
	(
	
	

	Supplier Remote Access
	L
	09/10
	
	
	
	

	
	
	
	
	
	
	

	Communications
	
	
	
	
	
	

	Telecommunications/ VOIP
	M
	08/09
	
	
	(
	

	Internet
	M
	09/10
	
	
	(
	

	Intranet
	M
	N/A
	
	
	(
	

	e-Mail and Exchange
	H
	09/10
	
	(
	
	

	Website
	M
	09/10
	
	(
	
	

	
	
	
	
	
	
	

	User Management
	
	
	
	
	
	

	PC End User Controls
	L
	N/A
	
	
	
	

	Mobile Computing
	M
	N/A
	
	(
	
	

	Asset Management
	M
	N/A
	(
	
	
	

	
	 
	
	
	
	
	

	System Continuity 
	
	
	
	
	
	

	Disaster Recovery 
	H
	09/10
	(
	
	(
	

	Data Back up
	H
	09/10
	(
	
	(
	

	Data Centre
	H
	07/08
	
	(
	
	

	
	
	
	
	
	
	

	IT Service Delivery
	
	
	
	
	
	

	Change Management
	M
	08/09
	(
	
	
	

	IT Service Desk
	M
	07/08
	
	
	(
	

	Availability Management
	L
	N/A
	
	
	
	

	Capacity Management
	M
	09/10
	
	
	(
	

	Configuration Management
	L
	N/A
	
	
	
	

	Incident & Problem Management
	M
	09/10
	
	
	(
	

	Service Level Management
	M
	N/A
	
	
	(
	

	Support Contract Management
	L
	N/A
	
	
	
	

	
	
	
	
	
	
	

	Governance
	
	
	
	
	
	

	IT Security
	M
	07/08
	
	(
	(
	

	Information and ICT Governance
	M
	09/10
	
	(
	(
	

	IT Procurement
	L
	08/09
	
	
	
	

	GCSx (Code of Connection)
	M
	N/A
	
	
	
	

	ICT Strategy
	M
	N/A
	
	
	(
	

	Project Management
	M
	09/10
	(
	
	
	

	Programme Management
	L
	N/A
	
	
	
	

	
	
	
	
	
	
	

	Financial Regulation
	
	
	
	
	
	

	Software Licensing
	M
	N/A
	
	(
	
	

	Data Protection
	M
	09/10
	
	(
	
	

	Freedom of Information
	M
	09/10
	
	(
	
	

	PCI-DSS
	M
	N/A
	(
	
	
	


