
APPENDIX D
SUMMARY AMBER REPORTS QUARTER 4 2010/11

ICT Change Management 2010-11

1.
Introduction and Scope
1.1
An internal audit was undertaken in September 2010, to provide an opinion on the control environment and a level of assurance over ICT Change Management.  
1.2
The scope of the audit was agreed by the ICT Service Delivery Manager.
2.
Good Practice Areas

2.1
During the audit a number of good practice areas within the arrangements for ICT Change Management were identified. These included:

· Hardware changes are raised and stored electronically within SharePoint on the Councils intranet. 
· A standard template is used to record hardware changes.

· Changes to user access are recorded on a user change form and are appropriately authorised.
3.
Management Summary and Overall Opinion
3.1
On the basis of the work carried out it is our opinion that the level of assurance provided by the controls for this audit area is Limited – “Whilst there is basically a sound system of control, there are weaknesses in the system that leaves some risks not addressed and there is evidence of non-compliance with some key controls. There are a number of legal and/or financial regulation recommendations or recommendations concerning high priority areas of the Council”.
3.2
Out of the 30 controls tested during this audit, 1 (3%) was found to be satisfactory. However, it should be noted that the majority of concerns relate to a lack of a standard approach to managing change across all elements of ICT. Additionally, it should be noted that formal change management procedures within the Infrastructure Design and Support team have only been adopted since February 2010. 
Recommendations have been made to improve the controls found to be unsatisfactory and these are categorised as shown below.

· Legal Requirement - should be implemented immediately.

· Financial Regulation - should be implemented immediately.

· Policy / Procedures Requirement - should be implemented within a month of agreement to the report.
· Best Practice, should be implemented at a mutually agreed date. 
3.3
The recommendations made to improve the controls in your area are analysed over these categories below:
	Recommendation Category
	Number
	Percentage

	Legal Requirement


	
	

	Financial Regulation/Standing Order

	
	

	Policy/Procedure


	16
	100%

	Best Practice


	
	

	Total
	16
	100%


3.4
As stated in paragraph 3.2 above one of the main weaknesses of the current change management processes is a lack of a standard approach to manage change within ICT. Whilst there is no system of central change management, discussions with three teams within ICT noted that each has its own Change Management processes.  The three ICT areas chosen were as follows:

· Infrastructure Design and Support (IDS);

· Applications Support; and
· IT Service Desk.
Only the IDS procedures are formally documented although these have not been formally approved. Roles and responsibilities have also not been formally defined.  If processes are not in place to govern changes that are made to the ICT environment and the profiles assigned to ICT users, then there is a risk that the security and integrity of the ICT estate and the organisation's data may be compromised.
3.5
As part of this audit, the ITIL self assessment checklist for change management was completed by ICT to provide an analysis of the current ICT Change Management processes against the ITIL best practise framework. Testing carried out for the areas of audit scope and discussions with management were used to support this assessment. Please note that where controls were found to be partly implemented, the response was recorded as “No” for the relevant question on the checklist. Since Change Management has not been adopted formally across ICT, it has contributed to the low score awarded on the ITIL questionnaire. 
3.6
The implementation of the recommendations made in this report will further strengthen the controls and processes in your area.

CHILDREN’S PLACEMENTS 2010/11

1.
Introduction and Scope
1.1
An audit review was undertaken during September / October 2010, to provide an opinion on the control environment and a level of assurance for the payment and monitoring of children’s placement costs.   .  

1.2
The scope of the audit was agreed by the Placements Service Delivery Manager. 
2.
Good Practice Areas

2.1
During the audit a number of good practice areas within the process for the payment and monitoring of children’s placement costs were identified. These included:

· Detailed monitoring Spreadsheets set up by the accountant to monitor / project costs of all placements 
· Comprehensive procedure notes for processing the payments for all children’s placements

· Good auditable trail of documents are retained by the administrator for external placements and the finance team for internal placements

3.
Management Summary and Overall Opinion
3.1
Out of the 21 controls reviewed during this audit, 6 (28%) were found to be satisfactory. On the basis of the work carried out it is our opinion that the level of assurance provided by controls for this audit area is Limited -  “Whilst there is basically a sound system of control, there are weaknesses in the system that leaves some risks not addressed and there is evidence of non-compliance with some key controls. There are a number of legal and/or financial regulation recommendations or recommendations concerning high priority areas of the Council”.
3.2
Testing was carried out to ensure that the payment process was working effectively and a large number of errors were identified.  The results of this testing has contributed to giving a ‘Limited level of Assurance ‘report grading. 

3.3
Recommendations have been made to improve the controls found to be unsatisfactory and these are categorised as shown below.

	Recommendation Category & timescale
	Number
	Percentage

	Legal Requirement – immediate implementation
	0
	0%

	Financial Regulation – immediate 

implementation
	2
	17%

	Policy/Procedure – implementation within a month of agreement to the report.
	10
	83%

	Best Practice – implementation at a mutually agreed date
	0
	0%

	Total
	12
	100%
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